This paper formalizes the folklore result that strongly-typed applets are more secure than untyped ones. We formulate and prove several security properties that all well-typed applets possess, and identify suflicient conditions for the applet execution environment to be safe, such as procedural encapsulation, type abstraction, and systematic type-based placement of run-time checks. These results are a first step towards formal techniques for developing and validating safe execution environments for applets.
Introduction
What, exactly, makes strongly-typed applets more secure than untyped ones? Most frameworks proposed so far for safe local execution of foreign code rely on strong typing, either statically checked at the client side [13, 341, statically checked at the server side and cryptographically signed [28] , or dynamically checked by the client [4] . However, the main property guaranteed by strong typing is type soundness: "well-typed programs do not go wrong", e.g. do not apply au integer as if it were a function. Whiie violations of type soundness constitute real security threats (casting a well-chosen string to a function or object type allows arbitrary code to be executed), there are many more security concerns, such as integrity of the running site (an applet should not delete or modify arbitrary files) and confidentiality of user's data (an applet should not divulge personal information over the network). The corresponding security violations do not generally invalidate type soundness in the conventional sense.
If we examine the various security problems identified for Java applets [8] , only few of them cause a violation of Java type soundness [15] ; the others correspond to malicious, but well-typed, uses of improperly protected functions from the applet's execution environment [3] . Another typical example is the ActiveX applet doing a Trojan attack on the Quicken home-banking software described in [6] : money gets transferred from the user's bank account to some offshore account, all in a perfectty type-safe way.
On these exampIes, it is intuitively obvious that security properties must be enforced by the applet's execution environment. It is the environment ttiat eventually decides which computer resources the applet can access. This is the essence of the so-called 'sandbox model". Strong typing comes in the picture only to guarantee that this environment is used in accordance with its publicized interface. For instance, typing prevents au applet from jumping in the middle of the code for an environment function, or scanning the whole memory space of the browser, which would allow the applet to abuse or bypass entirely the execution environment.
The purpose of this paper is to give a formal foundation to the iptuition above. We formulate and prove several security properties that all well-typed applets possess. Along the way, we identify sufficient conditions for the execution environment to be safe, such as procedural encapsulation, type abstraction, and systematic type-based placement of run-time checks. These results are a first step towards formal techniques for developing and validating safe execution environments for applets.
The remainder of this paper is organized as follows. Section 2 introduces a simple language for applets and their environment, and formalizes the security policy that they must obey. Section 3 proves a security property based on the notion of lexical scoping, then extends it to take procedural abstraction into account. In section 4, we equip our language with a simple type system, which is used in section 5 to prove three typebased security properties, two relying on run-time checks and the other on a combination of run-time checks and type abstraction. After a brief parallel with object-oriented languages in section 6, related work is discussed in section 7, followed by concluding remarks in section 8.
2 The language and its security policy
The language
The language we consider in this paper is a simple lambdacalculus with base types (integers, strings, . . . ), pairs as the only data structure, and referkces in the style of ML. The syntax of terms, with typical eIement a, is as follows: References are included in the language from the beginning not only to account for imperative programming (all kinds of assignment on variables and mutable data structures such as arrays can easily be modeled with references), but also to provide easily observable criteria on which we base. the security poIicy.
2.2
The security policy
The security policy we apply to applets is based on the notion of sensitive store locations: locations of references that an applet must not modify during its execution, or more generally references that can be modified during the applet execution, but whose successive contents must always satisfy some invariant, i.e. remain within a given set of permitted
YdUeS.
The first motivation for this policy is to formalize the intuitive idea that an applet must not trash the memory of the computer executing it. In particular, the internal state of the browser, the operating system, and other applications running on the machine must not be adversely affected by the applet.
This security policy can also be stretched to account for input/output behavior, notably accesses to files and simple cases of network connections. A low-level, hardwareoriented view of I/O is to consider hardware devices such as the disk controller and network interface as special locations in the store; I/O is then controlled by restricting what can be written to these locations. For a higher-IeveI view, each file or network connection can be viewed as a reference, which can then be controlled independently of others. Here, the file system, the name service and the routing tables become dictionary-like data structures mapping file names and network addresses to the references representing files and connections.
(By concentrating on writes to sensitive locations, we focus on integrity properties of the system running the applet. It is also possible to control reads from sensitive locations, thus establishing privacy properties. We will not do it in this paper for the sake of simplicity, but the results of section 3 also extend to controlled reads.)
The instrumented semantics
To enforce the security policy, we give a semantics to our language that monitors reference assignments, and reports run-time errors in the case of illegal writes. We use a standard big-step operational semantics in the style of 125, 30, IS] The evaluation relation, defined by the inference rules in figure 1 , is written cp, e, s I-a + T, meaning that in evaluation environment e, initial store s, and store control 'p, the source term a evaluates to the result T, which is either err if an illegal write was detected or a pair V/S' of a value v for the source term and a modified store 5'.
The only unusual ingredient in this semantics is the 'p component, which maps store locations to sets of values: if cp(e) is defined, values written to the location e must belong to the set cp(Q, otherwise a run-time error err is generated (and propagated by rules 12-21); if cp(e) is undefined, any value can be stored at .?. (See rules 10 and 11.) For instnnco, taking cp(Q = 0 prevents any assignment to 1.
The rules for propagating the err result and aborting execution (rules 12-21) are the same rules as for propagating run-time type errors (wrong) in [%I); the only difference is that we have no rules to detect run-time typa errors, thus making no difference between run-time typo violations and non-terminating programs (no derivations exist in both cases): the standard type soundness theorems show that type violations cannot occur at run-time in ivell-typed source terms.
An unusual aspect of our formalism is that the stora control cp must be given at the start of the execution. The reason is that, with big-step operational semantics, it does not suffice to perform a regular evaluation e,s I-a + v/s1 a&d observe the differences between s and s' to detect illegal writes. For one thing, we would not observe temporary assignments, where a malicious applet writes illegal values to a sensitive location, then restores the original values before terminating. Also, we could not say anything about nonterminating terms: the applet could perform illegal writes, then enter an infinite loop to avoid detection. By providing the store control 'p in advance, we ensure that the first write error will be detected immediatelj and reported as the err result. Unfortunately, this provides no way to control stores to locations created during the evaluation (rule 8 chooses these locations outside of Dom(cp), meaning that writes to these locations will be free): only preexisting locations can be sensitive. (This can be viewed as an inadequncy of big-step semantics, and a small-step, reduction-based SCmantics would fare better here. However, there are other features of big-step semantics that are crucial to our study: the clean separation between browser-supplied environmcnt and applet-supplied source term, and the ability to intcrprot abstract type names by arbitrary sets of values.) 3 Reachability-based security
Simple reachability
The first security property for .our calculus formalizes the idea that an applet can only write lo&ions that are reachable in the initial environment in lvhich it executes, or that are created during the applet's execution. For instance, if the references representing files are not reachable from tha execution environment given to applets, then no applot can write to a IXe.
Reachability, here, is to be understood in the garbage collection sense: a location is reachable if there exists a path in the memory graph from the initial environment to the location, following one or several pointers. More formally, wo define the set RL(v, s) of locations reachable from a value 2) in a store s by the following equations: The definition above is not well-founded by induction on v, since in the fourth case the value s(e) is arbitrarily large and may contain e again. It should be viewed as a fixpoint equation RL = F(RL), where F is an increasing operator;
RL is, then, the smallest fixpoint of that operator. If p is a set of sensitive locations, we define PM(~) as the store control that maps locations e E p to 0, thus disahowing a11 writes on J, and is undefined on locations B # p. We can now formulate the first security property:
Security property 1 Let p be a set of sensitive locations. Ifp t'l RL(e,s) = 0, then for all applets a, we have P&(p), e, s I-a f+ err.
In other words, if none of the locations in p is reachable from the initial environment e and store s, then no applet a cau trigger an error by writing to a location in p: the applet will either terminate normally or loop. The proof of this property is a simple inductive argument on the evaluation derivation, using the following proposition as the induction hypothesis: It is important to remark that even if property 1 makes no hypothesis about applet a being well-typed, it is crucial that a be well-typed in some type system, in order to guarantee that its evaluation on an actual processor adheres to the rules given in figure 1 . In,particular, the actual evaluation of a m!st never use the bit pattern representing an integer as if it were a store location; otherwise, the applet could write to arbitrary locations. We rely on a being welltyped in any sound type system (such as the one presented below in section 4) to ensure that this cannot happen.
Property 1, though simple and already well-known in the field of garbage collection [19] , establishes a number of properties without which no security is possible at all. First, our language has safe pointers: locations cannot be forged by casting well-chosen integers. Second, automatic memory management (garbage collection) is feasible and does not weaken security: a location that becomes unreachable remains unreachable; moreover, newly allocated locations are always initialized, therefore, unreachable locations can be reused safely. Third, the language enforces lexical scoping: the execution of the applet depends only on the environment in which it proceeds; the app1et does not have access to the full execution environment of the browser -as would'be the case in a dynamicaIIy-scoped language, such as Emacs Lisp, or a language with special constructs to access the environment of the caller, such as 731. To formalize these ideas, we set out to define the set of Iocations ML(v, s) that are actually modifiable (not merely rea&abIe) from a vaIue v and a store s, and show that if a location .C is not in ML(e,s), then any applet evaluated in the environment e does not write to C. This result is stronger than property 1 because the location J! that is not modifiabIe from e in s can still be reachable (via closures) from e in s.
For passive data structures (locations, tuples), modifiability coincides with reachability: a location is modifiabIe from v/s if a sequence of fst, snd, and ! operations applied to v in s evaIuates to that location. The difficult case is defining modifiable locations for a function closure. The idea is to consider alI possible applications of the closure to fan argument: a ltication +Z is considered modifiable from the closure only if one of those applications writes to the location, or causes the location to become modifiable otherwise.
More precisely, let e,+ be the execution environment given to apple&, and let c = Ax.a(e] be one of the closures contained in +pi. A location e is modifiable from c in store s if there exists a value 'u such that the following conditions hold: Condition 1. The application of the closure to 21 causes L to be modified, i.e. {I w 01, e{x + v}, s I-a + err.
Example: Let e be the environment f~ c 4. Then, .! is reachab1e from (Xz. T := z -I-l) [e] in any store, since any application of the closure causes e to be assigned.
Condition
2. Alternatively, the application of c to v dots not modify JZ, but returns a result value and a new store from which I is modifiable.
Example: With e as in the previous example, e is reachable from (Xx. (r,W e I, since any application of that closure returns a pair with e es first component. An app1et can thus write to .! by applying the closure, extracting -!Y from tho returned result, and assigning L directly.
3. Alternatively, the application of c to v modifies a reference accessible to the applet in such D. way that E becomes modifiable from that reference.
Example: Consider c = (Xp. p := r) [e] , where e = [r + e] as usual. Applying c to a location e', we obtain a modified store s' such that s'(f?) = .& i.e. L is modifiable from e' in 8' and can be modified by the applet. In a store s such that s(e,) = 0, the Iocation e is not modifiable from e+(g). H owever, t is modifiab1e from e,,i(j) in s, since one application of that closure returns a store S' such that s'(-%) = 1, and in that store s', J? is modifiable from e,+(g): any application of e+(g) with initial store S' writes to e.
5. In conditions l-4 above, it must be the CCSD that the location .!? found tb be modifiable from the dosura c is not actually modifiable from the argnment v passed to the closure. Otherwise, we would not know whether the location reaIly "comes from" the closure c, or is merely modified by the applet-provided argument v.
Example:
Consider the higher-order function c = (Xj. f(O)) [B] .
If we apply c'to (An. r := n)tr t-4, we observe a write to location J. However, .! should not be considered as modifiable from c, since it is also modifiable from the argument given' to c.
As shonId now be apparent from the conditions 1-6 above, the notion of modifiability raises serious problems, both practical and technicaL On the practical side, tho set of modifiable locations MI(v,s)
is not computabla from u and s (unlike RL(u,s)):
in the closure case, we must consider infinitely many possible arguments. Thus, we need general proof to determine ML(v, s).
Moreover, modifiable locations cannot be determined locally. As condition 4 shows, the modifiable locations of a closure depend on the modifiable locations of all functions from the applet environment e.ri. Thus, if we manage to determine ML(eaPi, s), then add one single function to the applet environment, we must not only determine the modifiable locations from the new function, but also reconsider all other functions in the environment to see whether their modifiable locations have changed. This is clearly impractical. Hence, the notion of modifiability is not effective and is interesting only from a semantic viewpoint and as a guide to derive decidable security criteria in the sequel.
On the technical side, the conditions l-5 above do not lead to a well-founded definition of the sets of modifiable locations ML(v, s). The problem is condition 5 (the requirement that the location must not be modifiable from the argument given to the closure): viewing conditions 14 as a fixpoint equation for some operator, that operator is not increasing because of the negation in condition 5.
In appendix B, we tackle this problem and show that non-modifiable locations are indeed never modified in the particular case where the applet's environment e+ is we& typed and its type Eap; does not contain any ref types, so that no references are exchanged directly between the applet and its environment. In the remainder of thii paper, we abandon the notion of modifiability in its full generality, and develop more effective techniques to restrict writes to reachable locations, relying on type-based instrumentation of the browser code.
The type system
We now equip our language with a simple type system. The type system is based on simply-typed Xcalculus, with the addition of named, user-defined types. Despite its simplicity, this type system does not restrict drastically the expressiveness of our language. In particular, recursive functions can still be defined using references [30] . The type algebra is: figure 3 , and the extra evaluation rules for the new constructs in figure 2.
Named types
The overall approach followed in section 5 is to identify groups of references having the same type, and apply them a given security policy. However, types from the simply-typed &~&~lus are too coarse for this purpose: references of type string raf can hold many different kinds of data, such as messages, filenames, and cryptographic keys; clearly different security restrictions must be applied to these different kinds of strings.
To this end, we introduce named types t, defined by a mapping TD for type names to type expressions, stating that the type t is interconvertible with its implementation type TD(t). For instance, we could introduce a type filename, defined to be equal to string. An expression e of type string cannot be used implicitly with type filename; an explicit injection into filename, written filename(e), is required. Conversely, accessing the string underlying an expression e' of type filename is achieved by string(e').
(See rules 35 and 36.) In this respect, our named types behave very much like the is new type definition in Ada, and unlike type abbreviations in ML. Making the coercions explicit facilitates the definition of the program transformations in section 5, ensuring in particular that each term has a unique type.
The mapping TD of type definitions is essentially global: type definitions local to an expression are not supported. Still, it is possible to type-check some terms against a set of type definitions TD' that is a strict subset of TD, thus rendering the named types not defined in TD' abstract in that term. We will use this facility in section 5.2 and 5.3 to make named types abstract in the applet.
Run-time validation of values
The other unusual feature of our type system is the family of operators OKt (one for each named type t) used to perform run-time validation of their argument. For each named type t, we assume given a set PV(t) of permitted values for type t. (We actually allow PV(t) to be undefined for some types' t, which we take to meanthat all values of type t are valid.) The expression OKt(e) checks whether the value of e is in PV(t); if yes, it returns the value unchanged; if no, it aborts the execution of the applet and reports an error. In the evaluation rules, the "yes" case corresponds to rule 23; there is no rule for the 'no" case, meaning that no evaluation derivation exists if an OKt test fails. In effect, we do not distinguish between failure of OKt and non-termination. At any rate, we must not return the err result when OKt fails: no write violation occurred. By varying PV(t), we can control precisely the values of type t that will pass run-time validation. For instance, PV(filename) could consist of all strings referencing files under the applet's temporary directory /tmp/applet.z, a new directory that is created empty at the beginning of the applet's execution. Combined with the techniques described in section 5, this would ensure that only files in this temporary directory can be accessed by the applet. Similarly, the set PV(widget) could consist of all widget descriptors referring to widgets that are children of the applet's top widget, thus preventing the applet from interacting with widgets belonging to the browser. Other examples of run-time validation include checking cryptographic signatures on data structures that the applet must carry around without tampering with.
In practice, validation OKt(e) involves not only the value of its argument e, but also external information such as the identity of the principal, and possibly user replies to dialog boxes. A typical example is the Java Securityganager class, which determines the identity of the principal by inspection of the call stack. For simplicity, we still write OKt as a function of the value of its argument.
The evaluation rule for OKt assumes of course that mem- 
4.3

Type soundness
To relate the typing rules to the dynamic semantics, we define a semantic typing relation S k v : r saying whether the value v is semantically a correct value for type 7. The S component is a store typing, associating types to store Iocations. We Simultaneously extend the /= relation to stores and store typings (I= s : S), and to evaluation environments and typing environments (S + e : E). The definition of /= is shown below, and is completely standard [30, 171 . Using the semantic typing relations defined above, we then have the familiar strong soundness property below for the type system. We say that a store typing S' extends S if Dom(S') > Doin( and for all 1 E Dom[S), WD fia~o S'(e) = S(e). Remark that semantic typing is stable under store extension: if S /= v : r and S' extends S, we also have SJ /= 21: 7.
Proposition 2 (Type soundness) Assume E I-a : r and j=s:SandSj=e:E.
Ifp,e,sl-a+v/s', thenthere ex&s a store typing S' extending S such that S' k v : 7 and /= s' : 5-l.
Proof: The proof is a simple inductive argument on tho evaluation derivation; see [17, prop. 3 All we know about the applet is that it is well typed in a given typing environment and set of type definitions. It is the combination of this well-typing with the instrumented environment functions that guarantees security.
Instrumentation of writes and procedural abstraction
The first transformation we consider inserts an OKI check before any write to a reference of tjtpe i ref with t f Dom(PV). This way, we are certain that if a sensitive reference has type t ref, the environment functions wjll always store in it values that belong to PV(t).
Formally,
-.
--I".
we define the instrumentation scheme IW, operating on terms ar annotated with their type T, as follows:
On other kinds of terms, IW is a simple morphism, e.g.
IW((Xz.57~") = AdW(5'), etc. It is easy to show that write errors cannot happen inside instrumented terms. Given the permitted values PV and a store typing S, we define Prot(PV,S) as the store tiontrol that restricts references of type t ref, t E Dom(PV) to values in PV(t), and allows arbitrary writes to other references: Prot(PV, S)(t) = PV(t) if S(e) = t and t E Dom(PV), and Prot(PV, S)(e) is undefined otherwise. Proof: If r = t for some named type t E Dom(PV), then by definition of the instrumentation scheme, the right-hand side of the assignment is of the form OK@) for some b', which can only evaluate to an element of PV(t) by rule 23. Hence, the assignment is valid with respect to Prot(PV, S). If r is not a t type or is outside Dom(PV), by proposition 2, IW(a) evaluates to a location e which does not have a type of the form t ref, t E Dom(PV), and therefore such that Prot(PV,S)@) is undefined; hence, no write error occurs either.
cl
Proposition 3 only provides half of the security property: it shows that writes in instrumented oode are safe, but only the execution environment contains instrumented code; the applet code is not instrumented and could therefore perform illegal writes to sensitive locations, if it could access those locations. In other terms, we must make sure that sll sensitive locations are encapsulated inside functions, as in section 3.2. To this end, we will restrict the type E,,; of the applet's execution environment cop; to ensure that sensitive references . cannot "leak" into the apple& and be assigned illegal values there. There are several ways by which a sensitive reference of type t ref could leak into an applet:
l The reference is exported directly in the environment, e.g.
Eqi(z) = t ref or E+(z) = int x (t ref).
l The reference is returned by one of the functions of the environment, e.g. E&f)
= int -+ t ref. We rule out all these cases by simply requiring that no type t ref occurs (at arbitrary depths) in Eopi. This leads to the following security property:
Security property 2 Assume S b e,+ : Eorpi and b s : S. lkther assume that Eapi contains no occurrence oft ref for any t, and that all function closures in e and s have been instrumented with the IW scheme (thht is, e and s are obtained by evaluating source terms instrumented with IW). Then, for every applet a well-typed in E, we have Prot(PV, S), s, e l-a + err.
Proof: We consider all assignments to references that occur in the evaluation derivation for a. By proposition 3, assignments performed by environment functions cannot cause a write error, since the right-hand side has been instrumented by IW. For assignments performed by the applet, we use a containment lemma developed in appendix A to . show that the reference being assigned cannot belong to Dom (PTot(PV,S) ).
More precisely, we apply appendix A with T being the set of all type expressions where t ref occurs, La* being the set of locations with types in T allocated by the applet, and L,,, being the set of locations with . types in T allocated by environment functions or initially present in e,,i.
The containment lemma (proposition 7) then shows that the location being assigned does not belong to L.,.
Moreover, by construction of Prot and L,,,, we have Dom(Prot(PV, S)) C L,,,.
Thus, assignments per-.
formed by the appIet do not cause write violations either. Hence, the applet camiot evaluate to err. Cl
The However, our proof of property 2, and in particular the crucial containment lemma 7, does not extend to this weaker hypothesis.
Instrumentation of coercions and type abstraction
Instead of putting run-time checks on writes to references of type t ref, we can ensure that all values of type t E Dom(PV) that flow through the applet's execution environment always belong to PV(t). This way, values stored in a t ref will automatically satisfy PV(t) as well. This is achieved by adding checks to all creations of values of type t. E Dom(PV) in the execution environment, i.e. to coercions of the form t(a), following the instrumentation scheme IC below:
IC(t(u)) = OIG(t(IC(a)))
if t E Dom(PV) Of course, this is not enough: the applet could forge unchecked vshres of type t, by direct coercion from t's implementation type, and pass them to environment functions. Hence, we also need to make the types t E Dom(PV) abstract in the applet, by type-checking it with a set of type definitions TD' obtained from TD by removing the definitions of the types t E Dom(PV).
Then, for any t E Dom(PV), the only values of type t that can be manipulated by the applet have been created and checked by the environment.
To capture the run-time behavior of instrumented terms, we introduce a variant of the semantic typing predicate, written PV, S k v : 7, which is similar to the predicate S i= v : r introduced in section 4.3, with the difference that a value v belongs to a named type t only if v E PV(t) in addition to v belonging to the definition TD(t) oft:
PV, S p D : t if PV, S k v : TD(t) and t E Dom(PV) implies v E N(t) PV,S + k&e]
: ~1 -3 ~2 if there exists a typing environment E such that PV, S b e : E and E t- Compared with proposition 2, we now use the more restrictive interpretation of named types PV, and require that all terms occurring in the evaluation derivation have been instrumented with 1C. The proof is essentially identical to that of p&position 2.
Xx
Notice that an applet Q well-typed within the restricted set TD' of type definitions contains no coercions t(a) for any t E Dom(PV), hence is equal to IC(u). Thus, proposition 4 applies not only to the terms from the execution environment, but also to the applet itself. In a sense, this proposition can be viewed as a parametricity result, in that it shows soundness ior arbitraxy interpretations PV of the types left abstract in TDf. From this remark, we immediately obtain the following security property: Security property 3 Let e be the execution environment for applets, and s the initdaE store. Assume that all function closures in e and s have been instrumented with the IC scheme {that is, e and s are obttked by evaluating source terms instrumented with IC). Assume PV /= s : S and PV,S + e : E. Then, for every applet a well-typed in E and in the resMcted set TD' of type definitions, we have
Prat( PV, S), 5, e I-a + err.
One practice that property 3 formally justif+ is systems based on capabilities: by making the type of capabilities abstract to the applets, run-time security checks are necessary only at points where new capabilities are constructed and returned to the agplet; capabilities presented by the applet can then be trusted without further checks.
Unlike property 2, property 3 does not require that types t ref do not occur in the typing environment E. Indeed, once t is made abstract, it is perfectly safe to make references of type t ref accessible to the applet: the applet can then write to them, but only write safe values of type t. Hence, sensitive references no longer need to be systematicaIly wrapped inside functions. As Reynolds points out 1271, type abstraction and procedural abstraction are two orthogonal ways to protect data.
Another advantage of the approach described in thjs scction over the instrumentation of writes described jn section 5.1 is that it often leads to fewer run-time checks. In particular, checks at coercions can sometimes be proven rcdundant and therefore can be eliminated. Consider the following function that adds a . old suffix to a file name:
Af . O&L,* (filename(concat(string(f) ,".old")))
With the definition of PV{f ilename) given in section 4.2, it is easy to show that if f belongs to PV(filenarue), (f),s))) and the applet passes a suFix s starting with '*. ./I'.
5.3' Instrumenting coef'cions without type abstraction
In some cases, the types t E Dom(PV) cannot be made abstract in the applet, e.g. because it would make writing the applet too inconvenient, Or entail too much run-time odorhead. We can adapt the approach presented in section 5.2 to these cases, by reverting to procedural abstraction and putting checks not only at coercions, but also on all values of types t E Dom(PV) that come from the applet. (This matches current practice in Unix kernels, where paramoters to system calls are always checked for validity on ontranco to the system call:) This is achieved by a standard wrapping scheme applied to all functions of the execution environment, inserting OKt coercions at all negative occurrences of types t E Dom(PV). For instance, if the execution environment needs to export a function f : t --) t, it will actually export the function xz.f(OKt{z)), which validates its argument before passing it to the original function.
We formalize these ideas in a slightly different way, in order, to build upon the results of section 5.2, Start from an applet environment defined by top-level bindings of tha form let fi : 7; = a;
We assume given a set TD' of type definitions against which the a; and the applets are type-checked, and a valuation PV' assigning permitted values to named type? in TD'. We first associate a new named type t to each sensitjvo type t E Dom{PV'>. The type i is defined as synonymous with 2, and is intended to represent those values of ,typ'e t that have passed run-time validation. We define the t types by taking
TD = TD' @ [i I-+ t 1 t E Dom(PV')]
and restrict the-values they can take using the valuation PV defined by PV($) = PV'jt) and PV undefined on othor types.
Let C be the substitution (t +-t' 1 t E Dom(PV')}, We transform the bindings for the appiet environment ~JI follows:
let fi : 7i = W+(IC(E(CL;)) : Ti)
That is, we rewrite the terms a; to use the type i instead of t for all t E Dom(PV'); then apply the 1C instrumontation scheme to it, thus adding an OKi check to each coercion &a); fmally, apply the W+ wrapping scheme to tho instrumented term, in order to perform both validation and coercion from t to t^ on entrance, and the reverse coercion from i to f on exit. Wrapping is directed by the expected type for its result, and is contravariant with respect to function types, We thus define both a wrapping scheme W+ for positive occurrences of types and another W-for negative occurrences. Wrapping is not defined on reference types containing a t E Dom(PV) because there is no way to validate these references so that they are protected against future modifications.
W+(a
It is easy to see that the transformed bindings are welltyped: C(oi) has type E(7i); the IC instrumentation preserves typing; the W+ wrapping applied to a term of type E(T;) returns a term of type 7cr as shown by a simple induction over Ti.
Moreover, the right-hand sides of the bindings a$vays perform an OKi check before each coercion to a type t: this is ensured by the IC instrumentation for the coercions iuitially in C(u;), and by definition of the wrapping scheme for the coercions introduced by the wrapping. Finally, the applets themselves are still typechecked in the original set TD' of type definitions, in which the types t' are not defined, and thus abstract for the applet.
We are therefore back to the situation studied in section 5.2: the_ types i are abstract in the applets and all coercions to t are instrumented in the applet environment.
Thus, by property 3, we obtain that the values of references with types t^ ref always fern& within PV{t^) = PV'(t) during the execution of any well-typed applet.
Security property 4 Let e be the execution environment for appbts and s tie initial store. Assume that e and s are obtained by evaluating a set of lmnsfowned bindings let fi : Ti = W+(IC(X(ai)) : Ti) a~ described above. Assume PV k s : S and PV, S b e : E. Then, for every applet a well-typed in E and in tie initial set TD' of type definitions, we have Prot(PV, S), 9, e I-a + err.
Connections with object-oriented languages
Although the language used for this work is functional, the techniques developed here translate reasonably well to object-oriented languages. Procedural abstraction as presented in section 3.2 corresponds most closely to Smalltalk-style private instance variables: just as variables in a closure environment can only be accessed by the code associated with that closure, private instance variables of a Smalltalk object can only be accessed by the methods of that object.
Java does not offer a strictly equivalent mechanism: the private modifier makes instance.variabies accessible not only to the methods of the object, but also to methods of other objects of the same class. Still, the visibility rules associated with the package mechanism and the private and protected modifiers also ensure some degree of procedural abstraction, since they restrict the set of methods that can access a given instance variable.
Similarly, type abstraction as exploited in section 5.3 corresponds most closely to final classes in Java. A fin al class containing only private fields and having a private constructor offers the same level of guarantees as our abstract types: the applet cannot create directly an object of that class, nor tamper with the fields of an existing object. In non-find classes, the Gisibility rules might still ensure some degree of type abstraction, though it is unclear how much is guaranteed. Subtype polymorphism in systems such as F<: [7] also provide some amount of type abstraction, but this is not so in Java because the actual type of an object can be tested at run-time (downcasts).
Related work
Type systems for security
The work most closely related to ours is the recent formulations of Den&g's information flow approach to security [lOl 9) as non-standard type systems by Palsberg and Brbaek [24] , Volpano and Smith [31, 321 , and Heintze and Riecke pGwTh e main points of comparison with our work are listed Information flow vs. integrity: The type systems developed in previous works all focus on flow of information between high-security and low-security parts of a program. In particular, they allow high-security data to be exposed as long as no low-security code uses this data. In the context of applets, we have no control over the low-security code and are therefore forced to ensure that high-security data is never exposed directly. Thus; our work does not concentrate on information flow proper, but mainly on protecting sensitive data via procedural or type abstraction.
Imperative vs. purely functional programs: 1241 and [14]
consider purely functional languages in the style of the X-calculus. This makes formulating the security properties delicati [24] proves no secuiity property properly speaking, only a subject reduction property that shows the internal consistency of the calculus, but not its relevance to security; [14] does show a non-interference property (that the value of a low-security expression is independent of the values of high-security parameters), but it is not obvious how this restit applies to actual applet/browser interactions, especially input/output. Instead, we have followed [31, 32] and formulated our security policy in terms of in-place modifications on a store, which provides a fairly intuitive idea of what constitutes a security violation.
Run-time validation of data: Only [24] and our work consider the possibility-of checking low-security data at run-time and promoting them to high security.
In [31, 32, 141 , once some data is labeled "low security", it remains so throughout the program and causes all data it comes in contact with to be marked "low security" as well. We believe that, in a typical applet/browser interaction, this policy leads to rejecting almost all applets as insecure. Run-time validation of untrusted data is essential in practice to allow a reason?ble range of applets to run.
Subtyping vs. named types and coercions: All previous works consider type systems with subtyping, which provides a good match for the flow analysis approach they foUow (231. In contrast, we only use type synonyms with possibly checked coercions between a named type and its implementation type. However, the connections between subtyping and explicit coercions are weU known [5], and we do not think this makes a major difference.
7.2
Security of applets
Concerning the security issues raised by applets in general, we are aware of case studies of security flaws [8] , as weU as informal descriptions of current and proposed security architectures for applets {12,34, 28, 331. Our work seems to be one of the first formal studies of applet security. On the Java side, considerable effort has been expended in proving the soundness of the Java type system [ll, 221 and of the JVM bytecode verifier [26] . Other aspects of Java that are equally important for security, such as formalizing the visibility rules and the encapsuIation guarantees they provide, have only recently started to receive attention [16] . We are not aware of any formal description of security policies for Java applets.
Proof-carrying code [2O, 211 provides an elegant frame work to establish the safety of mobile code, but requires general proof from the appIet's developer. Our approach lies at the other end of the complexity spectrum: all we require from the applet is that it is well typed in a simple, standard type system.
Concluding remarks
We have identified three basic techniques ior enforcing a fairly realistic security policy for applets: lexical scoping, procedural abstraction, and type abstraction. These programming techniques are of course weU known, but we believe that this work is the first to characterize precisely their implications for program security.
The techniques proposed here seem to match relatively well current practice in the area of Web applets. In particular, they account fairly well for Rouaix's implementation of safe libraries in the MMM browser [28] . Some aspects of MMM are stiU unaccounted for, such as the necessity of taking copies of mutable objects before validating them. Also, MMM applets have the ability to install functions in various stages of the browser (HTML display machine, doctiment decoding), and this requires validation of these functions at times other than those suggested by OUT framework.
Our techniques put almost no constraints on the applets, except being we&typed in a simple, completely standard type system. The security effort is concentrated on the execution environment provided by the browser. Typing the applets in a richer type system, such as the type systems for information 3ow of [24, 31, 32, 141 or the effect and region system of [29] , could provide more information on the behavior of the applet and enable more flexible security polities in the execution environment. However, it is probably impractical to rely on rich type systems for applets, because these type systems are not likely to be widely accepted by applet developers. Whether these rich type systems can be applied to the execution environment only is an interesting open question, On the technical side, the proofs of the type-based secu: rity properties are variants of usual type soundness proofs. It would be interesting to investigate the secuiity content of other classical semantic results such as representation independence and logical relations. Given the importance of communications between the applet and its environment, it could be worthwhile to reformulate our seturity results for a caIcuIus of communicating processes (2, 11, 1331 D. S. Wallach, -D. Balfanz, D. Dean, and E. W. Felten 
A Appendix: the containment lemma
In this appendix, we formalize the intuition that if the type of the applet environment does not contain certain ref types, then references of those types cannot be exchanged between the applet and the environment, and remain "contained" in one of them.
We annotate each sourc+language term a as coming either from the execution environment (aen") or from the applet (a,,).
We let m, n range over the two "worlds" env and app, and write iii for the complement of m, i.e. ?iW = app and ii@ = env. Let T be a set of type expressions satisfying the following closure property: if T E T, then all types r' that contain r as a sub-term also belong to T. (In section 5.1, we take T to be the set of all types containing an occurrence oft ref; in appendix B, T is the set of all types containing an occurrence of any ref type). We partition the set of locations into three countable sets: It is easy to see that the modified rule produces the same evaluation derivations as the initial rule, up to a renaming of fresh locations: if p,e,s l-a + T with the initial rule, then cp, e, s l-a --, r' with the modified rule, where T' is identical to r up to a renaming of locations not in Dam(s) UDom(cp).
We say that a value v in a store s is contained in world m, and we write Cm(v, s), if any source term operating on v in s can directly access only locations that are in L, or L&,red, but not locations in Li;;. Formally, C&,(v, s) is defined by case analysis on v, as follows: As usual, the definition of C above is not well-founded by induction on v. We view the equations above as fixpoint equations for an operator, which is increasing, and define C as the greatest fixpoint of that operator. {The smallest fix-point is always false on value/store pairs that contain a cycle, which is not what we want; it's the greatest fixpoint that gives the expected behavior for C. See 1301 for detailed explanations.)
Here are two important lemmas on the C 'predicate. First, assigning a value contained in world m to a location which is not in k preserves the containment of all other Proof: The proof is by induction on the evaluation dcrivation and case analysis on a. Notice that by proposition 2, we have the additional result that there exists a store typing S' extending S such that 5". j= v : 7 and /= s' : S', This makes the semantic typing hypotheses go through the induction. The interesting,cases are assignment and function application; the other cases are straightforward. Hence, VI is a closure Xz.uL{e'], and the last evaluation rule used is rule 4. If n = m (intra-world call), we have Cm(e'{x + ~a), 82) as a consequence of C,,,(u~,s~) and G(vz, sz), and the two conclusionH follows easili from the induction hypothesis ap plied to the evaluation of &.
Ifn= YZ {cross-world call), then the type cr + 7 of tho function must occur as a sub-term of 'the typing environment E,,;. Hence, Q 6 T and r $! T. Since the typo of v2 is 'not in T, by proposition 6 it follows that C,, (vz, ~2) . ZIonco, C,,(e'{z t vz}, SZ), and we can apply the induction hypotl; esi! to the evaluation of a:: 'p, e'{zc + v2), 82 I-a; -+ V/S . The resulting value v is contained in world n and has typo 7; applying again proposition 6, we get &(v, s'), which is the expected result. cl B Appendix: modifiable locations in the case of systematic procedural encapsulation
In this appendix, we formalize the notion of modifinblo locations, as. introduced in section 3.2, in the particular ci190 where the applet environment e+ is well-typed and its typo Eapi does not contain any ref types. This is not to say that e,+ is purely functional: the functions it provide may very well have side-effects and use references internally, Only, all those internal references must be encapsulated inside functions and never handed to the applet directly. This systomattic procedural encapsulation does not reduce expressivoncss in any significant way, and at any rate is a reasonable thing td do given &at our goal is to characterize semantically procedural encapsulation. Prom the technical side, requiring that no ref types occur in the applet's interface En+ has an interesting consequence: only source terms from the browser can operate directly on locations allocated by the browser, and only terms from the applet can operate directly on locations allocated by the applet. Thus, all references are contained (in the sense of appendix A, taking T to be the set of all types where the ref constructor occurs) either in the browser or in the applet, but never go from one world to the other.
We then rely on the notion of containment to define the set ML(v,s) of locations modifiable from value u in store s as the smallest fixpoint of the equations shown in figure 4 . The case for closures follows conditions 1 and 4 in the informal discussion from section 3.2. For condition 5, we use the condition C app ( VI, sl) instead of the more natural e 4 ML(vr, sr), so that the equations remain increasing in ML and the existence of the smallest fixpoint is guaranteed. The typing hypothesis (that E+ contains no ref types) renders condition 3 vacuous, and also dispenses us with defining ML over locations.
The following lemma show that modifiable locations are indeed the only locations modified during the application of a closure.
Dam(s) and p n ML(e,,,i, s) = 0, then for ail applets a, we have Prot(p), c+i, s I-a f+ err.
The property follows from the inductive proposition below. ProoE The proof is by induction on the evaluation derivation. We rely on propositions 2 and 7 to ensure that the semantic typing and containment hypotheses go through the induction. The two non-obvious cases are assignment and application of a closure of a browser function. We write p = Prot(p).
Assignment:
a is al := a2. 'Applying the induction hypothesis twice, we obtain p, e, s I-al + vr/sr and (p, e, s1 I- and SZ /= VI : w ref and S2 + us : IT and p I-I ML(e,i,s2) = 0. Hence, VI is a location e, and since VI is contained in app, we have d E Lapp. Thus, e $ p and the evaluation of the assignment does not result in 0~.
Moreover, by definition of ML, we have ML(e+,s) = ML(e,P;,s') if s(e) = s'(Z) for all e E L,,.
In the present case, the store s' at the end of the evaluation is ss{L c us}, with L # L,,, by containment, hence ML(eopi, SC) = ML(e,+, ss) and thus p n ML(e+, s') = 0 as expected.
Application:
a is aI( By induction hypothesis, we have ~,e, s I-al + VI/SI and p,e,sr I-as --t VZ/SZ, with C~pp(vz,s2) and Capp(v2, s2) and Sz b '111 : d + +r and 
